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Intr oduction

Unlike mary would-be players in the field of Internet commerce, Firgu$l (tm): chose

to announce its payment system only after @#swully operational, and to operate it
initially with relatively little publicity hype, while learning from thexperience of its use.

In its first year of operation, it hagperienced xponential gravth, and the comparhas

ganed substantialxperience with and insight into the nature of Internet Commdrce.

this paperthe First \irtual team discusses the lessons weehlearned from a yea’
experience with the actual operation of an Internet commerce system, and the prospects
for the future.

This paper bgins with a short description of Firstiriial and its Internet &ment
System, which may be skipped by those alreaudtyilfar with it at the conceptualvd.

Next, we consider the lessons learned, focusing om ey aeas: theorganizational
aspects of an Internet service compdine need for an Internet-based intermediary in the
payment process, the security and adminisgasisues imolved in operating an Internet
commerce semr, the customer service issues in dealing with a user community as
diverse as the Internet, and, finallhe myths and realities surrounding the use of
cryptographic technology for Internet commerdénally, we look to the future, with
projections about the futurey@ution of First Mrtual’'s g/stem in particular and Internet
commerce in general.

IFirst Virtual, Virtual PIN, and InfoHaus aregistered trademarks of Firstritial Holdings Incorporated.



Il. What is First Virtual?

First Mrtual Holdings is a companthat was formed in early 1994 t@adilitate Internet
commerce. Thdirst product dfering from First \irtual was an Internet payment system,
which was deeloped quietly and publicly announced as a fully-operational open Internet
service on October 15, 1994.

First Mirtual's system difers in mag ways from all other proposed approaches to Internet
commerce, most notably in thact that it does not rely on encryption oy ather form

of cryptograply to ensure the safety of its commercial transactiolmstead, safety is
ensured by enforcing a dichotomy between non-seesitformation (which may trael

ove the Internet) and sensié information (which neer does), and by auyer feedback
mechanism bilt atop eisting protocols.

In a nutshell, First Wtual's ppyment system isuilt on top of pre-gisting Internet
protocols, notably the SMTP/RFC822/MIME (emalil), telnet, fingdiP (file transfer)
and HTTP (V&b) protocols.Because those protocols are "insecure" in the sense tiat the
carry no strong proofs of identjtit is necessary to design a payment system in such a
way as to provide much stronger guarantea&’hile others hee focused on achving this

goal using cryptograph Hrst Virtual designed a highdevel protocol based on email
call-backs.

In the First \Wtual system, alyer and seller may useyaprocedure or protocol to meet
and decide to transactisiness. Whilghis often occurs when aiper bravses a selles’
Web page, it also frequently happens by email, Afikernet Relay Chat, oven off-net
entirely, and it could easily happen in the future via protocols that do xist today
Once the byer and the seller i@ a intent to do bsiness, thesubmit a transaction to
First Mirtual. Thattransaction can be submitted via standard email or viavgrwocol,
SMXP, designed by First Mual for real-time gchange of MIME (email) objects.

When First \Wtual is aslked to process a financial transaction, it looks up theeis
Virtual PIN (account identifier) in its database, and finds theds dectronic mail
address of recordAn email message is dispatched to theydy asking the hbiyer to
confirm the walidity of the transaction and his commitment to,palyich the liyer can
respond to with a simple answer of "yes", "no", or "frau@hly when the byer says
"yes" is a real-wrld financial transaction actually initiate®imple attacks based on
Internet "snifing" are rendered unappealing because thauevis sharply limited by the
fact that a Wtual PIN (tm), or First Yftual ID, is not useful dfthe net, and require email
confirmation for use on the neMore sophisticated attacks require criminals to break
into the victims computer account and monitor the victmricoming mail, a crime that

is much more easily tracedlt is also worth noting that such a break-inowld also
probably yield access to the victen&ncryption leys in any commerce schemes that
make use of public ky ayptograply for encryption.

In First Mrtual’s g/stem, the aluable financial toéns that underlie commerce -- notably
credit card numbers and bank account information verrgppear on the Internet at all.
Instead, thg are linked to the hyer’s Virtual PIN by First Wtual when the customer



-3-

applies for a First Mual account, a procedure thavatves an dtinternet step for the
most sensitie information. Currentlythe sensitie information is preided by either an
automated telephone call (fouyers to preide their credit card number) or by postal
mail (for sellers to pnade their bank account informationHowever, it would also be
possible to praide the \frtual PINs automatically en masse taybrs, e.g. by direct
mailing from the credit card issuers as is done with tradition® RINs.

The &clusion of the most aluable (to criminals) information from the Internet data
stream eliminates gmeed for encryption, which in turn eliminates the need fgrram-
standard softare on the byer's end. Ordinaryemail -- which efectively represents the
lowest common denominator of Internet connaigsti-- is all that agone needs in order
to participate. The simplicity of this approachirged First Mtual more than a yea’
head start in the magkplace wer the encryption-based approaches, and greathgried
the entry barrier to gione wishing to become a Firsiriial user

Another unusual feature of the FirsirtMal system is that it isxglicitly designed for
entrepreneurs. Theis no screening process for sellers, i@ aryone on the Internet
to open a n@ business. Theystem gen includes an automated information sgrthe
InfoHaus (tm), that will (for an additional fee) neakformation continuously\ailable
for sale by Véb, FTR and email, gen for sellers who do not ka their ovn Internet
seners.

Full details about the Firstiual system arevailable elsa&here, as documented in the
bibliograply. In this paperwe will concentrate on the lessons wevédearned from a
full year of operating that system, processing transactions for realymbiogeve, the
system is sidiciently different from most other proposed approaches to Internet
commerce that we kia prepared a rather lengtlist of commonly-raised concerns about
First Mrtual, and our responses, as Appendix A to =miereled ersion of this paper
available on our web pages at http://wicom/pubdocs/fv-austin.txt.

What Have We Leamed?
A. Organizational Issues

First Virtual has attracted some notice as atreene @ample of a "virtual compafi.
The compan was certainly unusual in its initial ganization: Thefour founders kred in
San Digjo, Orange Counpygilicon Valley, and northern Ne Jersg. We promptly hired
additional team members in distant parts of the same and other Sthtrs. were no
physical ofices until 15 months after the compawas founded (8 months after the
system became operationalfhe serers were set up in a high-security EDS machine
room in a subrb of Cleseland; the data 800 numbera# answered in Atlanta, Ge;
the wice 800 numbers started out in Portland,gore lut were then changed to e
around from city to city Marketing was handled from ¥shington, D.C., and public
relations from San Dgo. The compan hired lavyers in San Digo, Los Angeles,
Chicago, N York, Washington, and Cgenne. Ledly, First Virtual is a WWoming
corporation.



-4 -

Some aspects of this decentralizatioorked well, and were quite furCertainly it was
always fun to tell the story of our "virtual fae," as in the prgous paragraphBut there
were serious problems as weWhile three of the four founders were long-time Internet
veterans, one as not, and approximately half of the early emppés (all the non-
technical ones) were Internet mgies" who had to learn the ropes obrking with
others completely via the InternefThis is a non-tuial endesor. The lager the
compary grew, the more seriously its produgty was impeded by communications
difficulties, which ultimately led to the decision to consolidate thik bf operations --
and particularly n@ hires -- in a small number of fafes.

The biggest problems in running a distitksd compay were the more mundane aspects

of ary corporation -- administrate tasks, scheduling meetings, making presentations to
customers, and so olhere were a frightening number of near misses in which people
were told of important meetings or discussions at the last minute, and an appalling
number of em@eny red-g/e flights. It was much harder toagher people together for
informal brainstorming sessions and other cveagptherings. Thalistributed nature of

the compay made it dificult to ensure that the compamwould speak with a unified
voice in its public statements, and teom wasteful duplication of ébrts. Itis also &r
harder to intgrate nev hires into a virtual evironment, particularly if the are not by
temperament the kind of independemtrkers who wark best in such an emonment.

More specifically the actual supervision of remotely-located erpés vas a constant
management challeng&he more distant these empées were from the initial founding
and vision of the companand the less clearly tigeunderstood the "big picture” of the
compary’s drategy, the less lilkely they were to be able toxecute their jobs productely
without close supervisionThis, in turn, vas reflected directly in the gieee to which
their remote location as percefed as an impediment to their produeity.

Given these problems, it is tempting to say that "virtual companieg damk." Thisis

an oversimplification, and an irrel@nt one in ag event. First Virtual, in particular
could not hae been created gother way. Its four founders were successful people who
lived in four different parts of the countrgnd it was neer a ®rious possibility that three
of them would relocate in order to start a highly-specutatiew venture. (Lateras the
compaly grew, some such mees dd in fact tale gace.)

More generally dmost ary Internet service compgnwill by nature be sonwehat
"virtual”, if only because of the need to support fully international operatibrymu’re
going to be able to communicate with Internet-based customers arouncdide iw
mary languages, it is almost wigable that you will end up with operations spread out to
mary countries, connected to each other primarily via the Interiiéus the right
guestion to ask is not "should an Internet comgdaa virtual?" kut rather "Hav virtual
should an Internet compgarbe?" or perhaps "He can the adantages of a distnitted
compairy be maximized and the disaduatages minimized?"

What worked best were creag pojects aecuted by small, strongly-metited, highly-
skilled teams.The basic technologies in Firsiriial were all created by such teams,
whose members rer shared an dice. Havever, the need for communication and clear
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task delgaion among the team membergaed for rgular in-person meetingstwo-
day monthly stdfmeetings, scheduled on a totallguéar basis for the same days each
month, hae proven aufficient for such tasks.

Another ultimate strength of our operation, despite occasional probleass, thve
customer support systenBecause all of First ¥ual's austomers ha dectronic mail,
First Virtual is able to do nearly all of its customer supporérdhe Internet. Our
customer support operators are distidal across the United Statesit bhis has not
proven to be a poblem. Ingeneral, the operatorsyeaworked well, and customer service
has functioned well without paying rent foryaoffice space.

One human and social benefit of a conypaith distributed customer support is that it
creates a set of jobs requiring a higlelef mental skills, nt which can be performed by
people with seere plysical disabilities. For example, First Wtual’s snior customer
support representas, one of the authors of this papés sveely disabled in a manner
that might inhibit his empliment in maw traditional work ervironments. Bycomputer
from his home, he communicates usirmjce dictation softare, and has interacted with
thousands of First ixfual customers who ner had ary inkling that he vas disabled at
all. We helieve that, just for this benefit alone, it is wellowth tolerating some of the
more challenging aspects of a disfitidsd corporation.

As the customer support dtgfew, howeve, it became clear that while skilled customer
service operators avk well remotely training is made more di€ult by distance.
Accordingly a major current focus of the customer service department is the production
of improved training materials for rve operators.

An intangible &ctor that requires special attention in a virtualirenment is emplgee
morale. ltis relatvely easy for an empiee working remotely to come to feel "out of
touch" with the companas a whole. Rgular meetings are helpful in thisgeed, as are
frequent phone ceersations. (Allsenior management emgkes were required to get
3-way calling service, and thieoften chained together w&al 3-way calls as an
inexpensve mechanism to establish ggr conference calls.)The customer service
department is also contemplating morale-boosting ingenge.g. a "silly question of the
week" contest) that willdcilitate friendly competition and communication among the
customer service operators, whose entire job consists of dealing with the sysbeigh
spots".

In short, haing everybody together at a single site is absolutely not a prerequisite for
doing husiness on the Internet, which should be a relief yom@® contemplating serious
international operationsHowever, a dstributed operation carries somery specific
pitfalls in terms of communication, fefienc/, and motvation, which need to be
understood and addressed by management earlit atso seemsary compelling to try

to centralize those operations that can be centralized, such astinggrkperations, and
corporate administration.
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B. TheNeed br an Internet Intermediary

One complaint that has beenieced about both Firstifual's s/stem and seral other
proposed approaches to Internet commerce is that ¢create a ne intermediary
between the customehe merchant, and the financial institutio@ur experience to date
strongly suggests that this is not @gbit is a feature, and that all partiesalwed will
increasingly see the necessity of such an intermediary as the nature of Internet commerce
becomes clearer

The simple &ct is that the Internet is a complset of technologies and services that
simultaneously mak commerce possible and also form a barrier to the conduct of that
commerce. Thdlistributed, anarchic nature of the Internet emlcertain classes of
service oddities inatable, including temporary partial netwk outages, total or partial
communication dilures either unidirectionally or bidirectionallgubtle incompatibilities
between softare on the byer and seller end, and much more.

What is often werlooked is that from the Wyer’s perspectre, the folloving two
situations are indistinguishable:

-- A technical &ilure, possibly @en one caused by anvisible intermediate third
party that preents a reputable merchant from either wklng paid-for
merchandise or notifying theuper of its non-deliery and the refund
procedures.

-- An unscrupulous merchant who defrauds his customers for a quick profit.

In our perience, the first case igrfmore common,ui buyers are remarkably quick to
assume the second cagkhis is in part human nature, and in part due to the strangeness
of cyberspace Usiness relationships, in which one sends mdoesome unseen person

on the other side of the plarfet.

Customers naturally xpect and demand that the pider of payment services will
mediate such situations and help to resdiem. Whoeer performs that service is, ipso
facto, a na intermediary in the payment process,doilitate the resolution of problems

in the Internet-specific aspects of the transactitth.seems unligly that Internet
commerce can flourish without such an intermediahile it is certainly conceptually
possible that such services could beviated by &isting financial institutions, it must be
remembered that the resolution of these problems can be quite complicated technically
Dehlugging obscure problems with incompatible implementations of Internet protocols is
not a core competence of most financial institutions.

2Qver time, established brand-name identities may help reassure customers in such situatusass lit-

self problematic.Brand identity in gberspace may be too-easily damaged by technical circumstances be-
yond the control of the identified corporatioMoreover, the establishment of brand identities will be in
opposition the gditarian tendencies of the Internet, which will tend to promote small entrepreneurs or "mi-
cro-merchants”. Finallyanyone with an established brand identity needsdoya good deal, on the In-
ternet, about imposters speaking in their name.
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By analogy people rarely object to the role played, in modern commerce, by parcel
delivery services and telephone companidt.the Internet were someto centrally
administered, then the Internet-specific aspects of financial transactialtshve handled

by that central administration in a manner that paralleled tmdsvof telephone and
parcel servicesHowever, the anarchic nature of the Internetdesit without ary central
authority to resolg technical issues that pitupers aginst sellers, and these are of
paramount importance to the conduct of commertierefore some kind of Internet
service lireau seems essential fovestigation and resolution of these problems.

To make dl of this more concrete, avieexamples are gen briefly belov. The First
Virtual team has encountered dozens, perhaps hundreds of these situatiprms,t hean
caused by "sophisticated" multinational corporations, and sees elihdidd that thg

will stop arising in the foreseeable futurBach ne Internet softwre package or site
seems to introduce webugs arising from incompatible protocol implementation and the
like, and ALL of these k@ an inevitable efect on the conduct of commercé few
selected xamples:

FTP bugs: Some braser softvare puts an arbitrarily ¥ maximum size on ftp
file transfers.The net result is that thauyer gets a truncated file, which is often
useless (e.g. for sofawe). Havever, the seller beliees that the lbyer has
successfully danloaded the softare, and sends a bill through Firsirt\al.
(Sometimes, the seller shouldvieakeen able to tell that the waoload was
aborted, bt sometimes this is impossibleJhis problem was first introduced
when a Brtune 500 computer compahegan slling products using Firstikual,
which demonstrates that technical sophistication is no protection.

Connectuity glitches: Sometimes a partial Internet outage occurs aftaryarb

has paid for access to a sitef before he or she has been able to reap the benefit
of it. From the hiyer perspecte, this looks like en atempt to "take the mong

and run."

Catastrophic failures on the seller end:If a site sells subscriptions, and then
has a catastrophic hardve filure, thg are often unable v&n to tell their
customers about the problemNaturally the paying customers feel the need to
complain to someone and perhaps seek a refund.

Protocol violations: There are manwell-known software vendors that pnade
broken implementations of core Internet protocdiéerchants that seek to nak
use of some of the highend features of the Internet are quitelykto encounter
customers whose sofare doesrt’work right. From the customes’perspecire,
it's dfficult not to blame a merchant who promised a daily picturevasigliby
email, if the customer sees only a daily message that appears @rbdagey
(because of a brek MIME implementation, for»ample). Suchougs are &r
from rare -- thg are found in widely-used sof@ve from some of the most well-
known software \endors.
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Unanticipated email limitations: Any services that sell information by email, or
particularly that preide email-actrated robots, are lidy to encounter problems
with software that imposes arbitrary limitationSor example, the Prodigy system
currently truncates email Subject headers to xtremely short length, which
messes up manrobots that ky df the subject headers, ieag the Prodigy
customers feeling cheated whenytlden't get a proper response.

Unidir ectional communication: Many merchants attract customers to theietW
pages, where tgeask the customer for an email addre&mfortunately nearly
half of all Internet users maka mstake when askd to type in their email
address, and thus ptide an address that does nairiv

Software mnfiguration bugs: The widely-used Netscape lrser for example,
can be used to send mailthin its configuration-setting mechanism, mako
attempt to erify that the usesupplied email address is correct (orere
syntactically lgd!) Thus a aurprising number of Netscape uservanereceve
ary replies to their email, and ve&r know why.

The aboe examples are used for illustration only; the actual number of such problems
appears to be, for all practical purposes, without liniach major ne service that
comes on line seems txhebit at least one of theseuds, at least for a while(The
recently-released Microsoft Netrk exhibits almost all of them, and moreAs long as

the Internet is full of such glitches, there musvitably be some kind of Internet-based
intermediary for commercial transactions conducted via thelneirder to resole these
situations, the intermediary mustvieaa eep understanding of theaw the Internet
protocols actually wrk. Inthe last yearFirst Virtual’'s ttam has come to supplement that
deep understanding with hundreds of detaibegih®les, most of which are reflected in
patches to the system thabnk around other peoplesugs.

In the long term, it is important for the Internet community to aehi nuch greater
degree of interwrking between applications at the higheskele Internetcommerce
will increase the demands of Internet users for servicaders to preide software that
works with ereryone elses ftware, instead of application sofive that includes so-
called "features” that do not inteovk with other software. FirstVirtual believes that
market demand for interarking applications will in due course persuade all Internet
software vendors to more closely adhere to the open IETF stand&aodsiow, howevae,
there are substantial problems of interoperability and confusion causetdbyrs trying

to unilaterally define orxend the standards for Internet applicatiofstst Mrtual's
interim stratgy is to simultaneously erk around, or "patch”, the current problems, and
to exert pressure for conformance on non-conforming serviceigeos and application
vendors.

C. Securityand Administrati ve Issues
The importance of Internet site security is widely discussed and well-underéto®of

particular importance, of course, in the operation of a commercer,saaich a serer
is an olvious prime taget for would-be criminals. First Mrtual began with the
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assumption that our successuld invite ever more frequent and more serious criminal
attacks.

There is no reason to doubt that assumptiOuoir monitoring softare reeals regular
break-in attempts fromavious sites, although none, to our Whedge, hae sicceeded.
Anyone contemplating the implementation of an Internet commercersghould not
only acquire significant in-houseertise on Internet securitut should also gularly
hire outside teams to test that security and reportflaws found. Thesame teams
should not be used repeatedly they will exhaust their bags of tricks before long.

Unfortunately the more secure you makour serer, the more dificult it is to administer

it, especially remotely Even for a commerce system based on non-cryptographic
mechanisms, such as FirsirtMal’s, cryptographic tools are essential for secure remote
access to the saw (In fact, First Virtual commissioned the ddopment of PGP-
encrypted telnet for just this purpos&pecial attention should be paid to the issue of the
lifetime of cryptographic &ys, as discussed in the section on cryptogrdpter in this
paper

While this section is necessarily short on details, there &yaakear lesson that should
be understood by gone with sensitie information on an Internet connected machine:
there are mancriminals out there, and tihiewill try to break in, either for financiabm

or for sport. You must incowenience yourself to a considerablegtee, and at
considerablexpense, if you ant to thvart them.

D. Customer Sewice Issues

Beyond the preiously-discussed need for an Internet intermedianning a commerce
system on the Internet entails a host of customer service issues that may nab e atb
first glance, especially to those alreadtiremely comfortable with life on-line.

It has been pointed out that, because the Internet population doubtgslg to 13
months or so, at ggiven moment more than half the user community has been on the
net for less than a yealtn other words, "nevbies" are the rule, not thexeeption. The
reality is that an \er-increasing proportion of the Interretpopulation has only the
barest, most rudimentary understanding oivlamything on the Internet -- or on their
computer -- actually arks.

Compounding this is thever-increasing number of Internet users whose command of the
English language is quite limitedAlthough English is often described as the detd
language of computing and the Internet, this is neither a completely accurate description
nor one that sits well with members of other linguistic communitieernet commerce
systems are ingtably international, and when a customer in Japastirom a endor in

Japan, it is unreasonable to assume that both will be fluent in Englisly ihebd to
discuss a problem with the transaction.



-10 -

The combination of poor Internet understanding, questionable English skills, and real
mone on the line often creates a confrontational situatigvhile some problems occur

due to actual lgs in the commerce system, thestvmajority are some form of "pilot
error" or are due to Internet problems outside the domain of the commerce sitstem.
therefore seems Iy that the customer service load is for the most part not a
consequence of our sernvdesign, and must badtored in to virtually anplan to praide
Internet commerce servicegindeed, cryptographically based schemes, which entail the
provision of public ley technology to nae wers, are ligly to carry an een heavier
customer support load.)

Although we hae tied \ery hard, First Ytual has not alays been commended for the
timeliness of its customer servicdhe application domain isevy nev, the questions
very numerous, and the user base doublestyesix weeks for most of the first yeadn
several occasions, the help department has become seriously backloggedwould
recommend that gone contemplating a similar service should plan>aegs capacity in
their customer support departmein the positie sde, havever, is aur obseration that

a dzable majority of all customer support interactions are withr o@stomers in their
first few interactions with the system or with the Intern@nce users areamiliar with

the system, theask relatvely few questions, and the questions egkby n& users
generally come den to a fev common issues which are easily answered, often
resohable with further automation, and which should become less common as the
system$ documentation continues to impe

E. Cryptography: Myths and Realities

One of the most misunderstood aspects of Internet commerce is the role of cryptograph
Some parties W@ daimed that safe commerce is impossible without cryptograph
Others hae (ncorrectly) interpreted Firstiual’'s non-cryptographic system agigence

that our compan is philosophically opposed to the use of cryptogsaphNot
surprisingly we have given these issues a great deal of thought in recent months, and
have reached some tenta#i cnclusions.

The major risk in cryptograptis the compromise of the cryptographieyk. Sometimes,

a ecret lkey will be stolen without the knledge of the user with whom it is associated.
Other times, a publicdy tat is supposed to belong to aregi user may be illicitly
replaced by a publicdy kelonging to a third partyEither of these wents will completely
undermine the utility of the cryptographic algorithm$hus, a safe application of
cryptographic technology will pay close attention tevipublic keys ae associated with
user identities, he stolen leys ae detected and veked, and hw long a stolen &y is
useful to a criminal. Although it is bgond the scope of this paper to discuss the
infrastructure and customer support requirementsolied in proiding and
authenticating cryptographiceis for each of the wrld’s aedit cards, which number in
the hundreds of millions, our operationaiperience leees us keptical that it can be
done at all.
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A major factor that can limit these risks is the notion ely Kifetimes, in which a
public/secret &y pair is eplicitly declared in adance to be useful only until a certain
date. Theongerlived the lkeys ae, the more ligly it is that an attack will undermine
their value. Thisis an area with crucial security consequences which are oftgected
by proponents of cryptographic solution®eople routinely ask, when comparing
cryptographic solutions, "momary bits long are the éys?" -- a question which refers to
the dificulty of a direct computational attack to break the cryptograph similarly
simple question that can be adkabout all cryptographic schemes isMhong-lived are
the lkeys?" For example, a 1024-bitdy with a 5-year lifetime is probably considerably
more vulnerable to criminal attack than a 512-bit iith a 1-month lifetime.

In assessing the importance of tla@ious risks, it is important to distinguish between the
two main applications of cryptographic technologguthentication (digital signatures)
and encryption.These are often confused or conflated, becaugéttle utilize the same
underlying cryptographic algorithmsutbthey are very different and must be discussed
separately for a clear understanding.

These tw uses of cryptographic technology Vearadically diferent implications in
commerce systems, at both thg@deand technical leels. Legdly, nearly all of the
problematic restrictions apply to encryption, not authentication, becavaegents are
concerned about being able to detegirgpand other criminal acfity.

Technically, the diferences between authentication and encryption are fundamental, and
are crucial to commerce in theveat that the cryptographic technology ivee
compromised or “"bran". A realistic analysis of an cryptographic commerce
mechanism must include an analysis of the consequences if a malicious party manages to
break the cryptogragh (By "breaking" the cryptographwe refer to either defeating the

basic cryptographic algorithms, stealing the secegs kavdved, or finding a seriousug

in a widely-used softare implementation.)

In the case of authentication, a criminal who has dmolthe cryptograph can
impersonate one or more usef3n the Internet, it isdirly easy for the impersonator to
make himself completely untraceableThis is olviously a problem, Wt it is a bounded
problem, in that the possible damage caused by the impersonator can be limited.
particular if someone eplicitly claims, on the net, to be Bill Gates, then thisvadidiim
only to tale those actions that are permitted to Bill Gat&erchants can limit risk by
only allowving Bill Gates to hee merchandise delered to his wn home, or can use other
methods (such as email or telephone confirmation, f@mele) to confirm the
cryptographically-asserted identiparticularly in the eent that the compromise of such
authentication has become relaly common.

Encryption, on the other hand, is often more of an allething technology The key
assessing thealue of compromising encryption technology is an assessment ddltres v

of the information being encryptedin the case where a criminal has k@okan
encryption mechanism, that criminal can read all the encrypted informatmein, the
criminal can tak deps to be essentially untraceable when he is reading the encrypted
information via the InternetThe cost of such a criminal act is precisely proportional to
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the \alue of the encrypted informatiol.he more waluable your information -- and thus
the more lilely you are to w&nt to encrypt it -- the less acceptable is the risk vingait
stolen by an angmous malicious party on the Internefo put it more simply: if
information is so &luable that you need to encrypt itsigossibly too dangerous for you
to accept the risk of putting it on the Internet in encrypted form, amdhdahat
encryption brokn. (Notethat such considerations applyxctisvely to the use of
encryption to protect economi@ie, as opposed to the use of encryption forapyj
which is a ery different mattej

In the case of credit card numbers, the information most commonly proposed for
encryption on the Internet, the logic is simplkenagine a werld in which millions of
credit card transactions & over the Internet, encryptedyay day If a malicious party
finds a flav that allavs him to decrypt that tra€, he has ne untraceably obtained a
stream of credit card numbers that is, for all intents and purposes, iniiviitde the
credit card system hasalved to tolerate a certain rate of fraud, it is uglljkto prosper
in a scenario where a single criminal can steal soyroard numbers.(This is because
credit card fraud today is often traced by a pattern of use arse it a smart criminal
who stole millions of cards euld only use each once, an@wid thus bedr harder to
track davn.) If the criminal vas truly malicious, and & motvated more by &ndalism
than rav greed, he could quite congebly defraud a significant percentage of tharld's
credit cards in a single dagssentially destrying the intgrity of the whole credit card
system.

In assessing these risks, it should be understood that the credit car@iMnddistries
are based on closed nemks. Thelnternet is the most open neixking ervironment
imaginable, vas not designed with the kinds of gafards that are tek for granted on
closed netwrks, and allws aryone in the wrld to cain essentially angmous access.
This is an ewronment in which the bank card industry has virtually Rpegience or
expertise. Cryptographisolutions are actually much more useful in closed oedsv
than open ones, becauseythtmnstitute only a part of theverall security (notably
privacy protection aginst competitie financial institutions) rather than the sole defense
against criminals.

A cryptographic system will only be as strong as its wesaknk, and one rarely kns

in advance what the weakt link will turn out to be.This means, forxample, that it
doesnt matter hav strong your encryption algorithm might be if it is possible to steal the
data before it\eer gets encrypted, for@mple via a &y management virus that attaches
itself to the uses computer and monitors the useraw keystrokes.  Similarly the best
encryption in the wrld is useless if the data can be stolen after it is decrypted, for
example by a corentional "break-in" attack on the machine of an Internet-connected
merchant, processam bank.

An obvious hut often-ignored corollary of this bottom line is that, in an Internet
commerce system, cryptograpishould not be permitted to become a critical-path
component with a catastrophic cost afldre. Thisstrongly implies, for gample, that a

partial reliance on cryptographic authenticatioraismore defensible than a total reliance
on cryptographic encryption.While there is undoubtedly a role for encryption
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technologyit is far better to &ep the mostatuable information -- including credit card
numbers and other sengdifinancial instruments -- entirelyfahe Internet.

Overall, First \irtual's experience with running a completely non-cryptographic payment
system has been highly pogdj with fraud rates so 1@ as to dicit the excited attention

of banking partnersThis does not imply that the Firstriial system will forger remain
non-cryptographic; indeed, the limited use of cryptographic authentication is being
implemented for First Mual’'s cond system as of this writingAnd in answer to the
guestions that shouldvedys be askd about such systemgirst Virtual will be using
1024-bit leys with 1-month ley lifetimes.) Havever, Frst Virtual’'s experience strongly
suggests that cryptographs & most a single tool in the pursuit of securagd is neither

an absolute requirement nor the panacea that its proponents often suggest.

IV. Where Are We Going?

After one year of operation, Firstirtal’s hggest problem is clearly gndh
management. Wh a user base and transacti@huwne doubling eery six weeks, wedce
significant operational challenge#s of this writing, the grath had helped cause one
significant operational outage (in August), and that outage attracted wide publicity and
concern. NaturallyFirst Virtual has been deting a great deal of ffrt to trying to &oid

ary further such outages.

Beyond the struggle to simplprovide good service in theaée of such greth, havever,

the First \frtual system is beingxpanded in multiple directions At approximately the
time this paper is published, the systemxpeeted to be upgraded to better permit the
sale of plgsical goods and services, as opposed to the information products for which the
system vas originally designed. These enhancements will include the use of
cryptographic authentication of certain critical messages sent from Hitsal\Mo our
merchants. Futurenhancements will include internationalization (for languages and
currencies), additional mechanisms fatyers to pay into the system and for sellers to
receve ppyment, and better support fortemely small transactions, sometimes\wkno

as "micropayments"Another priority is to open the system to participation by multiple
processors and acquirers in the bankioglav

A brief mention should be made aboutyathe initial First \irtual system \as limited to
information products, as opposed toypilsal goods.The answer is tefold. First,we

were enamored with the unique aspects of information commerce, and the consideration
of this uniqueness as what led to the initial design of our systeBecond, although

First Mrtual is a pioneering compgnit is dso a consetive me, with consermative
founders and baeks. Therisk involved in ary loss is &r higher for those selling
physical goods, and it as appealing to "shekdown" the system before encouraging
anyone to depend on it for such applicatioi$e lessons of that shedkovn period, as
presented in this papdraveguided the deslopment of additional mechanisms that we
believe will make the system completely suitable for commerce iysptal goods.
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In the lager world of Internet commerce, wegect that there will be a gradual sorting
out of the issues, as the nature of Internet commerce becomes. ciarespect to see,

at a minimum, a gwing realization that there must be some kind of Internet-based
intermediary to helpdcilitate the technical aspects of Internet commerwks.far as
cryptograply is aoncerned, there will probably be a continuing series of "scandals" as it
becomes clear that no encryption safitevis unbreakable, and that Internet commerce
cannot depend upon the&igtence of unbreakable encryptio@ne fear is that this may
cause a backlash aigst cryptograpyy in which the baby is thmen out with the
bathwater and the mamw practical benefits of cryptographic technologguh fall into
disrepute. FirsVirtual will do what it can to makaure that this does not happen.

. Conclusions

When First \ttual’'s s/stem went e an October 15, 1994, thereas still widespread
skepticism that Internet commerceowd ever really tale df. A year later such

skepticism has layely vanished, indva of wild speculation and press releasesfeabout

the mechanisms of such commerdéeanwhile, a fes pioneers hee actually been doing
business in gberspace, making some mgnand encountering some wpected

problems and misconceptions.

The biggest ungected problems center around customer servidee Internet is a
complicated place, and it igrgetting ary simpler. An Internet-savy customer service
department is an absolute prerequisite fyoae preiding commerce services to the net.

The biggest misconception is that therds "security” and "encryption” are syiyomous,

or even dosely related. A more balanced perspeai an discussions of Internet
commerce can often be obtained by replacing "computer® and "encryption" with
"automobile" and "door lock"The mere gistence of a door lock does not imply that the
ignition keys (or a wallet) should be left inside the cdn general, it is safest to lock your
car and remove your valuables. Similarlywhile encryption can prade a modicum of
additional security on the Internet, it iarfmore important to consider what is being
encrypted, and not to encryptydéiming that is betterépt of the net in the first place.

Internet commerce is real, and it is\gnog at breakneck speedarly speculations about
it have dten proven to be far from the mark.The history of the Internet suggests that
those who want to play a role in itsvelution should start with simple technologies that
really work, and &pand them from there as circumstances requitiest Virtual's initial
payment system is clearly only one step in gdamvolution. Thereare \ery eciting
times ahead.
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